Abstract: In this paper, we propose several fiber Bragg gratings (FBGs) based on both weak coherent state (WCS) and entanglement-assisted (EA) multidimensional QKD (MQKD) protocols with mutually unbiased bases (MUBs) derived from the complex Hadamard matrices. We also propose how to implement them by using FBGs with orthogonal impulse responses, derived from Slepian sequences. The proposed FBG-based protocols are capable of simultaneously achieving unprecedented spectral efficiency and secret-key rates in long-distance quantum communication. Regarding the WCS protocols, random base selection and FGB-MUB-based protocols are introduced. Regarding EA protocols, we introduce a generic class of FBG-based N-dimensional protocols and describe the corresponding FBG-based encoders and decoders. The security analysis of the proposed MQKD protocols is further performed by taking into account FBG fabrication imperfections, modeled by the L-neighbor model. It has been shown that the proposed MQKD protocols significantly outperform the conventional two-dimensional QKD protocols, and impose less stringent bandwidth requirements compared to multidimensional time-frequency and time-bin protocols.
Introduction
The quantum information processing has been intensively studied for various applications including quantum computation, quantum sensing, quantum communication, quantum key distribution (QKD, also known as quantum cryptography), and quantum radar applications [1] - [5] . It has been widely recognized that the underlying principles of quantum mechanics can be used to enable QKD with verifiable security. Specifically, the impossibility for an eavesdropper to tap the quantum channel and distinguish among non-orthogonal states without introducing disturbance to the quantum channel ensures that the quantum cryptography system is secure [2] . However, most of these previous research efforts have focused on two-dimensional quantum cryptography, commonly performed by employing the BB84 protocol. Unfortunately, SKRs in two-dimensional (2-D) QKD protocols are very low, and at the same time the distances are rather limited manly due to the presence of channel impairments and device imperfections. Moreover, the device imperfections can be exploited by Eve through quantum non-demolition measurements to compromise the security. To deal with polarization effects the polarization scrambling was proposed in [6] , while the measurement-deviceindependent QKD was proposed in [7] . For some recent research 2-D experiments an interested reader is referred to [8] . It has been also proposed to employ either non-orthogonal quantum states [9] or differential phase-shift keying [10] .
Another approach to improve the SKR is by introduction of multidimensional QKD protocols. Several methods have recently been proposed to increase the information content of photons for QKD applications [8] - [26] . These methods rely on encoding information either using time and frequency (known as t-f protocols) [8] - [13] , linear momentum [16] , [17] , orbital angular momentum (OAM) [2] , [3] , [19] - [23] , or using multiple degrees of freedom made available through hyper-entangled states [24] , [25] . Single-photon multidimensional QKD (MQKD) has been experimentally demonstrated using OAM [23] , as well as exploiting photon position and linear momentum [18] . However, all of these spatially-encoded schemes suffer from phase front distortion due to imperfect generation of the OAM modes. It has been experimentally demonstrated in [26] that the time-bin encoding can be used to improve the SKRs of 2-D protocols. Unfortunately, to increase the dimensionality, the duration of time-bins must be reduced, which significantly increases the bandwidth requirement and sacrifices the spectral efficiency.
To address these key challenges for QKD, we propose to employ the fiber Bragg gratings (FBGs) with mutually orthogonal impulse responses, denoted as {[ 0 , |1 , . . . , |N − 1 } as the encoding basis for MQKD. Both weak coherent state (WCS) and entanglement assisted MQKD protocols are possible with mutually unbiased bases (MUBs) derived from the complex Hadamard matrices. In the basic configuration, Alice will randomly select any of the base states with the same probability, indicating that log 2 N bits per photon is transmitted. Alice will also probe the channel for Eve's presence by sending the superposition state (|0 + |1 + · · · + |N − 1 )/ √ N , with optimized probability (to maximize the SKR). Bob will be then, on the other hand, use the set of complex-conjugate FBGs, N circulators, and N single-photon detectors to detect Alice's transmitted state. In the second configuration, MUBs derived from complex Hadamard matrices will be used in well-known WCS MQKD protocol to transmit the raw key. To generate a base within an MUB, a single FBG, with properly weighted superimposed orthogonal impulse responses should be fabricated. To increase the dimensionality of the system, we need just to increase the number of FBGs rather than decreasing the slot duration like in either t-f or time-bin protocols. Finally, FBG-based entanglement assisted (EA) MQKD protocols will be described. Compared to parallel 2-D protocols, in which any crosstalk among parallel channels can increase the probability of photon loss in addition to increase in quantum bit-error rate (QBER), the crosstalk due to imperfectly fabricated FBGs in proposed MQKD protocols will result only in the SKR reduction thanks to multidimensionality of the system. Moreover, multidimensional signaling schemes are known to be more tolerant to atmospheric turbulence effects in free-space optical (FSO) links and fiber nonlinearities and polarization-mode dispersion (PMD) effects in fiber-optics channels [27] . The paper is organized as follows. In Section 2, two FBG-based WCS protocols are proposed. In Section 3, FBG-based entanglement assisted MQKD protocol is described. In Section 4, security analysis of FBG-based entanglement assisted MKQD protocols is provided. In Section 5, we provide relevant concluding remarks.
Proposed FBG-Based Weak Coherent State Protocols
In basic FBG-based random base selection weak coherent state protocol, we employ FBGs with mutually orthogonal impulse responses, denoted as {[0 , |1 , . . . , |N − 1 } as the encoding basis for MQKD, as illustrated in Fig. 1 . The Alice encoder is composed of 1:(N + 1) optical switch, N + 1 circulators, N + 1 FBGs, and (N + 1):1 optical star coupler (power combiner). The Mach-Zehnder modulator (MZM) is optional, it is used to perform NRZ to RZ conversion. When the weak coherent state source is based on a pulse laser, the MZM can be omitted. To encode Alice randomly selects the optical switch output, say the n-th output, and the n-th FBG imposes the corresponding impulse response on an attenuated laser pulse, which is passed to the star coupler. With N mutually orthogonal impulse responses imposed on FBGs, Alice can transmit log 2 N bits per signaling interval. The superposition FBG is fabricated by writing the resulting impulse response, obtained by superposition of N mutual orthogonal impulse responses, on a single FBG. To probe for Eve's presence Alice selects the (N+1)-th optical switch output and therefore creates the superposition state ([0 + |1 + · · · + |N − 1 )/ √ N . On receiver side, Bob employs a series of complex-conjugate FBGs. The matched complex-conjugate FBG reflects the pulse back, and the single-photon detector (SPD) at port 3 of circulator detects the presence of pulse, and Bob is able to identify the transmitted symbol by employing the select the largest input logic. When Bob detects the photons on majority of SPDs, he will know that this particular symbol should be used to estimate the quantum bit-error rate (QBER), and therefore to detect the presence of Eve. Other configurations employing the same concept are also possible.
The mutual orthogonal impulse response for FBG-design can be derived from Slepian sequences [27] as we proposed in [29] , [30] . To implement the FBGs with mutual orthogonal impulse responses, with perfect impulse responses, the time-domain based FBG design algorithm should be used [30] , [31] . Compared to conventional discrete layer peeling algorithm (DLPA) applied in spectral-domain [29] , the time-domain FBG design results in FBGs with perfectly orthogonal impulse responses [30] . As an illustration, in Fig. 2 we provide the Slepian sequences of order up to seven to be used as FBG impulse responses, for sequence length L g = 128 and discrete-time×half-bandwidth product L g W = 5.5. On the hand, in Fig. 3 we provide the impulse response of designed FBG, obtained by employing the time-domain design algorithm, corresponding to the Slepian sequence of order 7 (again for sequence length L g = 128 and discrete-time×half-bandwidth product L g W = 5.5), for discrete-time step size = 0.1. The accuracy of determining the parameters of FBG-section is O (
3 ) [31] , indicating that FBGs can be fabricated with high accuracy using this method. Clearly, an excellent agreement can be found between target and designed FBG impulse responses. The complex-basis functions can also be used as the impulse responses for FBGs.
To summarize, the FBG-based random base selection WCS protocol can be described as follows: 1) Alice randomly selects the basis state from the set {[0 , |1 , . . . , |N − 1 }. Each basis state selection caries log 2 N bits. 2) With probability p < 1/2, Alice sends the superposition state
3) In sifting procedure, Alice announces the signaling intervals in which she transmitted the superposition states. These are used to check for Eve's presence/activity. If the quantum bit-error rate (QBER) is higher than the prescribed threshold they abort protocol, otherwise, they continue with the protocol. All other signaling intervals contribute to the sifted key. 4) In information reconciliation, which is based on systematic (n, k) nonbinary low-density paritycheck (LPDC) coding, Alice encodes her information symbols and sends (n−k) parity symbols over an authenticated classical channel. Bob then runs the sum-product nonbinary LDPC decoding algorithm to correct the errors introduced by channel and Eve. Alternatively, binary LDPC coding can be used instead in coded modulation fashion. 5) The privacy amplification step is implemented through the use of universal hash functions G, which map the set of k-bit strings A to the set of m-bit strings B such that for any distinct a 1 , a 2 ∈ A , when g is chosen uniformly at random from G, the probability of having g(a 1 ) = g(a 2 ) is at most 1/|B|. On such a way, Alice and Bob distil from corrected key a smaller set of symbols/bits whose correlation with Eve's string is below a desired threshold. Another protocol to be described in this section is based on the MUBs derived from the complex Hadamard matrices. As an illustration, in 4-dimensional (4-D) system, assuming that MUB 0 is given by {(1, 0, 0, 0), (0, 1, 0, 0), (0, 0, 1, 0), (0, 0, 0, 1)}, the another MUB can be derived from the following normalized complex Hadamard matrices, parametrized by parameter θ:
The corresponding MUB 1 can be obtained by setting θ = 0 rad in (1) , to obtain MUB 1 = {0.5 ( 1, 1, 1, 1 the MUB 2 can be obtained from complex Hadamard matrix given by equation (2) below:
Therefore, the problem of finding a set of N + 1 MUBs is equivalent to the problem of finding N mutually unbiased complex Hadamard matrices. Various methods to design complex Hadamard matrices are discussed in [32] . However, the number of MUBs being actually used should be reasonable, given that the probability of Alice and Bob selecting the same MUB is reversely proportional to N + 1. Moreover, as shown in Sec. 4, the SKR improvement when the number of MUBs is increased from two to N + 1, for the same dimensionality of QKD system, is not significant. 
where we use ࣹ to denote the tensor product and index b to denote the base within the MUB. Clearly, the base b within MUB i is implemented by fabricating the FBG with superimposed Slepian sequences with proper phase shifts according to (3) . The port 3 outputs of circulators are used as inputs to (N + 1)N:1 optical star coupler. The attenuator at the output of star coupler is used to ensure the proper normalization. On receiver side (see Fig. 5 ), Bob employs 1:(N + 1) optical switch to randomly select the measurement MUB, as illustrated in Fig. 5(a) . Once the MUB is selected, only complex-conjugate matched base FBG will reflect the pulse encoded using the corresponding base FBG on Alice side, other FBGs will be transparent. The reflected pulse will trigger the SPD at corresponding port 3, as shown in Fig. 5(b) . Further, select the largest input logic will determine which base within MUB was used on Alice side. After raw key transmission is completed, Alice and Bob announce the MUB being used in every signaling interval, and in sifting phase keep only the symbols at signaling intervals when both used the same MUB. In direct (reverse) information reconciliation Alice (Bob) then performs the systematic (l, k) LDPC coding, in which l−k parity bits are generated and send to Bob (Alice) over the authenticated classical channel. Bob (Alice) then performs the LDPC decoding to correct both the quantum channel and Eve's induced errors. Finally, Alice and Bob then perform the privacy amplification with the help of hash functions, to minimize the cross-correlation with Eve's channel. The simplest, yet efficient, privacy amplification hash functions are based on multiplication by a random element of the Galois field GF(2 l ), while preserving the first r bits after multiplication. Algorithms based on the fast Fourier transform can be implemented in an FPGA/ASIC hardware to perform the Galois field multiplications efficiently.
Therefore, the proposed MUB-FBG-based N-D protocol can be summarized as follows: 1) Alice randomly selects the MUB form the set of MUBs {MUB 0 , . . . , MUB N }, followed by random selection of the basis state from selected MUB. Alternatively, Alice randomly selects the FBG, out of (N + 1)N available, to be used as the basis state, with the help of an optical switch as shown in Fig. 4 . Clearly, with this protocol Alice transmits log 2 N bits per signaling interval (symbol). 2) Bob randomly selects the MUB to use in the measurement, and employs the MUB detector shown in Fig. 5(b) . Selected MUB and corresponding SPD click determine which symbol was transmitted. 3) In sifting procedure, Alice and Bob announce the MUBs being used. They keep only instances when both used the same MUB. 4) Alice selects a subset of symbols, to be used against Eve's presence/activity, and informs Bob about the locations. These are used to estimate the QBER. If the QBER is higher than the threshold, they abort the protocol. 5) The information reconciliation step is similar to that used in FBG-based random base selection WCS protocol. 6) The privacy amplification step is identical to the FBG-based random base selection WCS protocol. Contrary to the t-f protocol, wherein the increase in SKR requires the reduction in bin size and therefore more expensive receiver electronics; in proposed FBG-based QKD schemes we need just to increase the number of FBGs, which are inexpensive to fabricate. Therefore, the proposed FBG-based protocols represent low-cost alternative to enable high-SKR QKD. 
Proposed FBG-Based Entanglement Assisted (EA) MQKD Protocols
In this section, we describe the proposed FBG-based entanglement assisted encoders/decoders architectures for MQKD protocols (see Figs. 6-7) . In FBG-based entanglement assisted architecture, shown in Fig. 6 , the entangled source generates a pair of strongly correlated photons, based on spontaneous parametric down-conversion process. For instance, for this purpose, the PPLNbased crystal can be used. Alice employs an 1:(N + 1) optical star so that the MUB is randomly selected. The MUB encoder/detector again employs an N:1 optical star to randomly select a base within the MUB, as illustrated in Fig. 7(a) . The base n within MUB is imposed by a properly fabricated FBG, with superimposed impulse response, selected according to the base n of selected MUB. The selected base within MUB is detected by the corresponding SPD and the maximum input selection logic. Therefore, our FBG-based EA MQKD protocols employ the hyper-engagement (see for instance [24] for additional details on hyper-entanglement). On receiver side, Bob employs 1: (N + 1) star coupler to randomly select the MUB, and once MUB is selected Bob's employs a series of complex-conjugate base FBGs to determine the base selected by Alice with the help of SPD and the maximum input selector logic, as shown in Fig. 7(b) . Alice and Bob then announce the MUBs used in their measurements over the classical channel. Only the instances when both used the same MUBs are kept during the sifting phase, the other items are discarded. After that the information reconciliation and privacy amplification are performed in similar fashion as described in the previous section.
To summarize, the proposed FBG-based entanglement assisted MQKD protocol can be described as follows: 1) Alice's photon from the entangled pair randomly choses the output waveguide of 1:(N + 1) optical star coupler, and thus randomly selecting the MUB branch. Within the corresponding MUB brunch, the Alice's photon randomly selects the FBG branch, representing the base within the MUB. Clearly, the selection of MUB and corresponding base-FBG is purely random and independent of Alice. Alice by observing SPDs' outputs, by employing the largest input selection logic determines which MUB and corresponding MUB base get selected, and thus determines the symbol carrying log 2 N bits. 2) Bob's photon from the entangled pair randomly choses the waveguide from 1:(N + 1) optical star, and thus (similarly as for Alice side) randomly selecting the MUB branch. The Bob's MUB detector is composed of concatenation of N conjugate-FBGs corresponding to N basis within the MUB. The conjugate-FBG matched to the Alice side's imposed impulse response reflects the photon back, which gets detected by corresponding SPD on circulator port 3. Therefore, MUB branch selection and corresponding SPD click determine which symbol was transmitted. 3) In sifting procedure, Alice and announce the MUBs being used. They keep only instances when both employed the same MUB. 4) Alice selects a subset of symbols, to be used against Eve's presence/activity, and informs Bob about the locations. These are used to estimate the QBER. If the QBER is higher than the threshold, they abort the protocol. 5) Information reconciliation and privacy amplification steps, identical to those used in WCS protocols described in previous section, are then applied.
Security Issues
Here we are interested in the security against attacks in which the Eve's interaction is independent identically distributed (i.i.d.), and these attacks are known as the collective attacks. Practical keys are of finite length, and we need to assume the EA protocols' stages are imperfect, subject to certain failure probability [2] , [3] . To deal with such scenarios, the concept of ε-security is introduced by Renner [33] . We say that the key Key is ε-secure with respect to an eavesdropper E if the trace distance between the joint state of Key and Eve E, denotes as ρ K ey,E , and joint state of completely mixed state (CMS) and Eve's state, denoted as ρ CM S,E , is smaller than or equal to ε. In other words, we can write:
Since each step can fail with certain probability, the security of the final key ε can be represented as a summation of securities for error correction (EC) ε E C , privacy amplification (PA) ε PA , and parameter estimation (PE) ε PE steps; as well as the Renyi entropies estimates failure probability [33] , denoted as ε R . In other words, we can write ε = ε E C + ε PA + ε PE + ε R . Based on Renner's security theory for quantum cryptography with finite resources [33] , [34] , the bound for secure finite key secure rate is given by [2] , [3] , [34] :
where we use S(|) to denote the von Neumann conditional entropy, ld(x) to denote log 2 (x), while S(A|E) is determined by ld(N ) − I E , with I E being the Eve's information. The fraction k/K represents the portion of the sequence of length k < K actually used for the key, the remaining bits are used for parameters' estimation. The maximization in equation (5) is performed with respect to unknown parameters as explained in [2] , [3] . To determine Eve's information we assume that the probability for Alice and Bob outcomes to differ by d mod N, when MUB i and base b within that MUB is selected, denoted by q i b (d), can be described L-neighbor model [3] . Namely, when FBGs are derived from Slepian sequences, different impulse responses will exhibit different number of crossing of time axis, indicating that a Slepian sequence with a given number of crossings can be mistaken for Slepian sequences with closet numbers of crossings.
As an illustration, the 5-neighour transition matrix for 7-dimensional system is given by:
In the absence of fabrication imperfections, the transition matrix will be diagonal.
Results of simulations are summarized in Fig. 8 , for different dimensionalities of the FBG-based EA MQKD protocols (N = 11 and N = 17). We assume that tolerable error correction rate is ε E C = 10 −9 , while that the total tolerable error rate is ε = 10 −5 . The parameters ε PA and ε PE are chosen on such a way to maximize the secret finite key fraction rate R K , while the Renyi parameter ε R is determined by ε R = ε − (ε E C + ε PA + ε PE ). Finally, the probability for Alice and Bob outcomes to agree is set to 1 − q = 0.95. The imperfect fabrication of FBGs, resulting in crosstalk among FBG impulse responses, is modelled by employing 3-neighbor model, in which the observed impulse response is affected by two closet neighbors (in terms of number of time-axis-crossings in impulse response). Clearly, both (N + 1)-base and two-base protocols for N = 11 and 17 significantly outperform two and three-based protocols for 2-D QKD. For sufficiently long sequences, (N + 1)-base protocol outperforms two-base protocol. The two-base protocol shows better robustness for insufficient sequence length K.
To study the FBG fabrication imperfections influence on SKRs, in Fig. 9 we provide SKR results for various probabilities that Alice and Bob's outcomes do not differ, 1 − q. As expected, when impulse response of fabricated FBG differs more from target impulse response, the parameter 1 − q decreases, and corresponding SKRs decrease as well. This effect reduces the SKR for 2-D protocols as well. Moreover, the SKRs for 2-D protocols, for finite resources' analysis, decrease much faster with 1 − q probability decrease compared to N-D protocols, indicating that N-D protocols are much more tolerant to fabrication imperfections. On the other hand, compared to BB84 protocol, which is sensitive to PMD, polarization dependent loss (PDL), chromatic dispersion, and other propagation effects over SMF, which reduce the SKR and limit transmission distance; the FBG-based protocols are polarization insensitive, and therefore, they are not affected by PMD and PDL effects. Moreover, given the double-orthogonality principle of Slepian sequences, since Slepian sequences stay orthogonal outside of symbol duration [27] , [35] , Slepian-FBG-based QKD protocols are less sensitive to chromatic dispersion effects. To improve the tolerance to channel impairments and real-life imperfections in 2-D QKD protocols, the decoy state protocols have been proposed [36] . However, given the high immunity to channel impairments and imperfections of N-D systems compared to 2-D system [35] , the use of decoy state protocols is not needed for sufficiently high dimensionally of the N-D QKD system.
Concluding Remarks
To solve for low SKR problem of 2-D QKD protocols, we have proposed several FBG-based WCS and entanglement assisted MQKD protocols. In these protocols, to increase the dimensionality of the system we need just to increase the number of FBGs, while in t-f and time-bin protocols we need to decrease the bin duration resulting in much more stringent bandwidth requirement and more expensive electronics. Someone may argue that the parallel QKD systems can be used instead of MQKD protocols. Unfortunately, in such systems the probability of photon loss, QBER, and SKR get simultaneously affected. Moreover, given that multidimensional signals have been shown to be more tolerant to channel impairments, such as turbulence effects in FSO links and fiber nonlinearities/PMD/PDL effects in SMF links [27] , [35] ; the proposed MQKD protocols are more tolerant to protocol imperfections compared to parallel 2-D QKD protocols. Regarding OAM-based QKD protocols, the imperfectly generated OAM modes increase the crosstalk among basis functions. Moreover, during propagation over atmospheric turbulence channel, the turbulence introduces the distortion of the wavefront increasing the crosstalk among OAM modes [37] . Therefore, OAM based QKD protocols are also inferior compared to the proposed FBG-based MQKD protocols.
Two classes of WCS protocols have been proposed, the basic random base selection protocol and MUB-based protocol. The corresponding Alice encoder and Bob's decoder MQKD configurations have been proposed as well. Regarding the entanglement assisted protocols, the generic N-dimensional FBG-MUB-based class of MQKD protocols has been introduced, and corresponding hardware architecture has been proposed. The MUBs for MQKD protocols have been derived from complex Hadamard matrices. The proposed low-cost FBG-based MQKD protocols can simultaneously increase the spectral efficiency and SKR for long-distance QKD applications.
